
T-JI]ND FIUYI1N VAN (;IANG CQNG HOA XA HQI CHO NGHIA VIET NAM
DQc l$p - Tg do - H4nh phricI'I{ONG GIAO DUC & I)AO TAO

s6:7GD&DT-CNTT
Viv th6ng b6o cric 16 h6ng bdo mar dnh

hucrng cao trong, c6c sin phim Microsoft
c6ng b6 th6ng 0312022

Vdn Giang, ngdy l7 thdng 3 ndm 2022

- C6c truong MAm non, Tiiiu hgc, THCS trong huyQn;
- 'l'rtrtrng Ti6u hgc vd Trung hoc co sd Phqng C6ng.

Theo th6ng b6o cta Cqc An todn th6ng tin - BQ Th6ng tin vd Truydn

th6ng v€ 16 h6ng b6o mQt 6nh hudng cao trong c6c san ph6m Microso ft, v1i 7 |

16 hting b6o m4t trong c6c san phAm cta Microsoft. Trong d6 d6ng chf y c6c 16
.il
hong bao mat sau:

- 02 l5 h6ng b6o m4t CVE-2022-21990, CVE-2022-23285 trong Remole

Desktop Client cho ph6p dtii tugng t6n c6ng thuc thi rnd tir xa. L5 h6ng ndy d6

c6 rnd khai th6c dugc c6ng b6 rQng rdi tr6n Internet.

- I-5 hOng ,6 beo mat CVE-2022-24459 trong Windows Fax vd Scan

Scrvice cho ph6p d<ii tuqng t6n c6ng thgc hiQn t6n c6ng leo thang d[c quy6n.

- I-6 h6ng bio mft CVE-2022-24508 trong SMBv3 cho phdp dtii tuqng
l^

t6n c6ng thgc thi md tu xa tr6n Windows SMBv3 Client/Server.

- t-6 h6ng b6o rnflt CYE-2022-23277 trong Microsoft Exchange Server

cho phdp drii tuong t6n c6ng thyc thi md tir xa v6i tdi khoan x6c thgc hqp lQ.

- t-5 hOng bdo m{t CYE-2022-21967 trong Xbox Live Auth Manager for
Windows cho ph6p d6i tuqng t6n c6ng thuc hi€n t6n cdng leo thang ddc quy€n.

- f-6 h6ng bao m{t CVE-2022-22006 trong HEVC Video Extensions cho
,:, i ^phep d6i tuong tdn cong thuc thi md tir xa.

- t-6 hOng b6o m6t CYE-2022-24501 trong cho ph6p aOi tuqng t6n c6ng
thuc thi md tir xa.

D6 dern bio an toAn th6ng tin cho h€ th6ng th6ng tin, Phdng Gi6o duc vd
I)do tao d€ ngh! c6c nhd trudng thuc hiQn rd sorit, kh6c phr,rc 15 h6ng brio m4t
tlin theo khuy6n nghi sau:

l. Thpc hi6n Ki6m rra, rd so6t, xdc dlnh m6y sri dpng h6 di6u hdnh
Windows c6 khi ndng bi dnh hudng. Thuc hi6n c6p nh6t b6n vri kip thdi d6:^trdnh nguy co bi tdn c6ng (tham khdo hudng ddn kdm theo C6ng vdn s6
3 1 S/CATTT-NCSC Sui kim).

Kinh gui:



2.'Iing cudng girim sAt ve san sdng phuong rin xri lj khi phrit hiQn c6 d6u

hi0u bi khai thrlc, t6n c6ng mang; d6ng thdi thuong xuy€n theo ddi kOnh canh

biio cta c6c co quan chric ndng vd cric t6 chuc l6n vd an tohn th6ng tin dti phdt

hiQn kip thoi c6c nguy co t6n c6ng m4ng.

3. Trong trudng hqp cAn thi6t cAn h6 trq c6c nhd trudng li€n he diu m5i
h6 trg cia Cuc An toirn th6ng tin: Trung t6rn Gi6m s6t an todn kh6ng gian mang

qu6c gia (NCSC), diQn thoai 02432091616, thu diQn 1u: ais@mic.gov.vn.

I']hdng Gi6o dqc vir Diro tao d6 ngh! c6c nhd truong quan tAm chi dao vir

ph6i hqp tO chuc thvc hien.lo,/
l

No'i nhQn:
- NhLr tr€n;
- C6ng TTDT Phdng CD&D'| ;

- Luu: VT, CNl']'.
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